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Topics

 Trajectories and advances in the life sciences

p

 Challenges and risks
 Approaches for mitigating risks



Alan Moses, Berkeley Science Review

From: Elowitz, Leibler; Nature 403:335, 2000
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Comparing the pace of biological technologies and Moore’s Law
(Robert Carlson, 2003)

108

10

hi
p,

pe
rs

on
/d

a

107

or
s 

pe
r c

h
he

si
ze

d/
 p

105

106

f t
ra

ns
is

to
d 

or
 s

yn
th

104

N
um

be
r o

f
eq

ue
nc

ed

Number of transistors per chip

1000

N
ba

se
s 

se Number of transistors per chip
ABI sequencers
Pyrosequencing
ABI synthesizers
Egea GeneWriter
E Coli DNA Polymerase III

100
1970 1975 1980 1985 1990 1995 2000 2005 2010





http://www.ncid.cdc.gov/vector/images/Anopheles.jpgwww.who.int/malaria/ malariaendemiccountries.html



Committee on Advances in Technology and the gy
Prevention of their Application to Next 

Generation Bioterrorism and Biological Warfare 
Threats

St l  M  L  h i  U i it  f T  M di l B h Stanley M. Lemon, co-chair, University of Texas Medical Branch 
David A. Relman, co-chair, Stanford University
Roy Anderson, Imperial College London
Steven M. Block, Stanford University 
Christopher F. Chyba, Stanford University and SETI Institute
Nancy Connell  University of Medicine and Dentistry of New Jersey Nancy Connell, University of Medicine and Dentistry of New Jersey 
Freeman Dyson, Princeton University
Joshua M. Epstein, Brookings Institution and Santa Fe Institute
Stanley Falkow, Stanford University
Stephen S. Morse, Columbia University 
Randall S. Murch, Virginia Polytechnic Institute and State University
Paula Olsiewski, Alfred P. Sloan Foundation
C. Kumar N. Patel, Pranalytica, Inc.
Clarence J. Peters, University of Texas Medical Branch 
George Poste, Arizona State University
C. Kameswara Rao, Fndn for Biotechnology Awareness and Education
Julian Perry Robinson  University of SussexJulian Perry Robinson, University of Sussex
Peter A. Singer, University of Toronto
Christopher L. Waller, Pfizer Global Research and Development

Staff
Eileen Choffnes, Senior Program Officer2006 Eileen Choffnes, Senior Program Officer
Stacey Knobler, Senior Program Officer
Leslie A. Pray, Science Writer
Kate Skoczdopole, Senior Program Assistant

2006



Process-based classification of 
life sciences technologieslife sciences technologies

1. Acquisition of novel biological or molecular diversity 
(  DNA s th sis  DNA sh ffli  bi t i l (e.g., DNA synthesis, DNA shuffling, combinatorial 
chemistry) 

2 Directed design (e g  synthetic biology  reverse 2. Directed design (e.g., synthetic biology, reverse 
genetic engineering)

3. Understanding and manipulating biological systems 3. Understanding and manipulating biological systems 
(e.g., “systems biology”, RNAi, modulators of 
homeostatic systems)

4. Production, packaging, delivery (e.g., microfluidics / 
microfabrication, nanotechnology, microencapsulation, 
gene therapy/targeting)gene therapy/targeting)

Globalization, biosecurity, and the future of the life sciences, NAS 2006
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Engineering hypervirulence in a mycoherbicidal 
fungus for efficient weed controlfungus for efficient weed control

Amsellem Z, Cohen BA, Gressel J
Nature Biotechnology, Oct 2002; 20:1035-1039

Nep1 (Fusarium phytotoxin)

Colletotrichum coccodes (fungal plant pathogen)

Abutilon theophrasti (weed for cotton, maize)

9x greater plant damage more rapid effect lethal for 3 leaf9x greater plant damage, more rapid effect, lethal for 3-leaf 
stage, less dependence on high humidity; unanticipated lethality 

for tomato and tobacco!!

“We consider it unwise to conduct uncontained experiments with such 
hypervirulent organisms before…fail-safe mechanisms are installed”



http://seedmagazine.com/news/2008/12/the_biohacking_hobbyist.php





Lowering the bar to access:
molecular biology in kitsgy

http://www.amazon.com



Recovered from an 
al-Qaida training camp Q g p
in Afghanistan...

JB Petro & DA Relman
Science 2003; 302:1898



Diff i  Differing 
perceptions of risk

http://www.greenpeace.org.uk/
“Spot the GM crop”



General conclusions
 The life sciences will inevitably create new 

opportunities for misuse and potential for opportunities for misuse and potential for 
deliberate harm.  These sciences and 
technologies are widely dispersed, easily technologies are widely dispersed, easily 
accessible, and increasingly global.

 We can anticipate some developments  but not  We can anticipate some developments, but not 
others.  There will be a need for frequent re-
assessment of the broad and changing threat g g
spectrum. Attention should not be constrained 
by any list.

Globalization, biosecurity, and the future of the life sciences, NAS 2006
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Life sciences vs. physical sciencesp y

• requirements for entry; accessrequirements for entry; access
• breadth of research activities

i  i t• economic impact
• diversity and number of participants
• global nature of the enterprise



Mitigating the risks
• Regulate access to reagents, information?



Regulations, Code: recent historyRegulations, Code: recent history

1996 A i i  & Eff i  D h P l  A1996 Antiterrorism & Effective Death Penalty Act
1997 “Select Agent Rule” Title 42 Part 72.6
2001 USA PATRIOT Act 
2002 Public Health Security and Bioterrorism 

Preparedness Response Act



80 agents80 agents
11/17/2008





NSABB: A USG-wide initiative
N A TI ON AL  
S C IEN CE  
A DV ISO RY  NSABB  A USG wide initiative

 To advise on strategies for mitigating the 

BOARD  F O R 
B IO SEC UR ITY  
 

 To advise on strategies for mitigating the 
potential for misuse of dual use biological 
research
 Consider both national security concerns and the 

needs of the research community
 Underpinned by MOA with 15 USG departments and  Underpinned by MOA with 15 USG departments and 

agencies with a role/interest in life sciences 
research

A i   ffi i b ( ) Appoint ex officio member(s)
 Consider recommendations of NSABB when 

developing and implementing life sciences p g p g
research programs and policies



“Dual Use Research of Concern”

Research that based on current understanding can beResearch that, based on current understanding, can be 
reasonably anticipated to provide knowledge, products, or 
technologies that could be directly misapplied by others to 

th t t bli h lth d f t i lt lpose a threat to public health and safety, agricultural crops 
and other plants, animals, the environment, or materiel



NSABB Charge (partial list)

Recommend:
 Criteria for identifying dual use research 

of concern
 National guidelines for oversight of dual 

use research at both local and federal 
levels, including 
 Local review and approval processes, e.g., Institutional 

Biosafety Committees (IBCs) Biosafety Committees (IBCs) 
 Criteria/processes for referral of issues to NSABB

 Strategies for oversight of new classes of  Strategies for oversight of new classes of 
experiments and technologies



Synthetic Genomics Working 
N A TI ON AL  
S C IEN CE  
A DV ISO RY  

Group ChargeBOARD  F O R 
B IO SEC UR ITY  
 

Phase 1: Examine the potential biosecurity concerns 
raised by synthesis of Select Agents (see Report of 
December 2006)December 2006)
• --Assess the adequacy of the current regulatory and oversight 

framework
• --Recommend potential strategies to address any biosecurity Recommend potential strategies to address any biosecurity 

concerns

Phase 2: Identify, assess, and recommend strategies to y g
address potential dual use concerns that may arise from 
work being performed in the field of synthetic biology 
(see Report of April 2010)( p p )



Synthetic Genomics
N A TI ON AL  
S C IEN CE  
A DV ISO RY  y

Working Group MembersBOARD  F O R 
B IO SEC UR ITY  
 

Voting members
David Relman (Chair)
Susan Ehrlich

Ken Cole (DoD)
Dan Drell (DoE)
Jose Fernandez (DHHS)Susan Ehrlich

Claire Fraser-Liggett
John Gordon
Mik  Imp i l

Jose Fernandez (DHHS)
Maria Giovanni (NIH)
Wendy Hall (DHS)Mike Imperiale

Adel Mahmoud
Harvey Rubin

y ( )
Sue Haseltine (DoI)
Caird Rexroad (USDA)
J if  S ith (FBI)

y
Tom Shenk Jenifer Smith (FBI)

Scott Steele (EOP/OSTP)
Ron Walters (Intelligence)Ron Walters (Intelligence)
Rob Weyant (CDC)









Hoffmaster AR et al., 
J Clin Microbiol 
2006; 44:3352-60



Definitions: What is it?

 Problems with taxonomy-based definitions
 Significant (and varying) degrees of natural 
variation (genetic and phenotypic) within taxon
 Lack of correspondence between taxonomy, 
genotype, and phenotype

 l    l  Increasing capability to create novel 
genotypes….with unclear, misleading taxonomy



Recommendation 4
N A TI ON AL  
S C IEN CE  
A DV ISO RY  
BOARD  F O R 
B IO SEC UR ITY  

 4.1 convene a group of experts from the scientific 
community to conduct an open and indepth examination 
f th  S l t A t l ifi ti  t  t  d t i  

 

of the Select Agent classification system to determine 
if it is possible to reconcile the current controls for 
Select Agents with the anticipated scientific advances g p
enabled by synthetic genomics

 4.2 assemble a group of experts from the scientific 
  d  f  l  f k community to determine if an alternative framework 

based on predicted features and properties encoded by 
nucleic acids, such as virulence or pathogenicity, can be u , u u p g y,
developed and utilized in lieu of the current finite list 
of specific agents and taxonomic definitions; and
4 3 id  th  t ti l i t ti l i li ti   4.3 consider the potential international implications…, 
foster an international dialogue and collaboration…



Pre-publication Release: August 3, 2010 



FindingsFindings
A sequence-based prediction of Select Agent 

   f bl  h     h  properties is not feasible, either now or in the 
foreseeable future
 A sequence based classification system for Select  A sequence based classification system for Select 
Agents focused on consideration of “sequences of 
concern” could be developed (but not sure if shouldconcern  could be developed (but not sure if should
be developed)

Sequence-based classification of Select Agents: A brighter line g g
NAS/NRC 2010



NSABB recommended:
 Synthetic biology should be subject  Synthetic biology should be subject 

to institutional review/oversight. 
NSABB has proposed an oversight 
paradigm that should adequately 
address dual use research issues 

i t d ith th ti  bi l  associated with synthetic biology 
and strongly urges the federal 
government to develop and 
implement such policy*

 Oversight of dual use research 
should extend beyond the 
boundaries of life sciences and 
academia

 Outreach and education strategies 
should be developed to engage the 
diverse research communities

 The USG should include advances in  The USG should include advances in 
synthetic biology in “tech-watch” 
endeavors

* Proposed framework for the oversight of dual use life sciences research: strategies for minimizing 
the potential misuse of research information,  NSABB 2007





“Prosecutor Bob Webster said he was satisfied 
with the sentence. ‘It was a fair sentence that 
sent an appropriately strong message to thesent an appropriately strong message to the 
scientific and academic communities’, he said. 
‘The government will do what it takes to ensure 
that the public is safe from the blatant disregard 
of laws intended to protect them from unwittingof laws intended to protect them from unwitting 
exposures to deadly agents.’”





Mitigating the risks
• Regulate access to reagents, information?

P   i i  l• Promote awareness, sensitize relevant
communities
• self-governance
• local (professional orgs, academia, industry)
• national leadership (e.g., NAS, NSABB)
• international organizations (e.g., UN, ICRC)



International Conference on Recombinant DNA Molecules
Asilomar Conference Center, Pacific Grove, California

F b  1975February 1975

Maxine Singer, Norton Zinder, Sydney Brenner, Paul Berg

Philip Sharp, David Baltimore

http://libraries.mit.edu/archives/exhibits/asilomar/index.html

p p,



Steps in local oversight of dual use research

PI responsibilities
Institutional 

ibiliti

Education
Training 
Guidance

Work conducted in 
accordance with risk 

Dual use research 
of concern 

responsibilitiesGuidance

management strategiesidentified
Initial evaluation for 
dual use potential by 
PI

Institutional review
-risk assessment

i k t

Responsible 
communication of 

h

No dual use potential 

-risk management research

No dual use potential 
identified

Periodic reassessment of dual use potential, especially at 
times of communicationtimes of communication

NSABB. 2007. Proposed Framework for the Oversight of Dual Use Life Sciences Research: Strategies for Minimizing the 
Potential Misuse of Research Information.



Mitigating the risks
• Regulate access to reagents, information?

P   i i  l• Promote awareness, sensitize relevant
communities
• self-governance
• local (professional orgs, academia, industry)
• national leadership (e.g., NAS, NSABB)
• international organizations (e.g., UN, ICRC)

  h• Anticipate, preempt threats
• Misuse, attack inevitable: strengthen

defenses, public health infrastructure 



Looking forwardLooking forward
 Outreach and education for scientific communityOutreach and education for scientific community
 Discussion (reality-check) with other

stakeholders: public, policy-makers
 Rapidly evolving science may render today’s

guidelines and regulations moot
A li ti  f S&T f  m it i  di ti ? Application of S&T for monitoring, prediction?
 Periodic re-review of risks, emerging S&T

• NSABB “tech watch” activities  revisiting ofNSABB tech watch  activities, revisiting of
synthetic biology (10/19/10)



 We are entering “The Biological Century”
[Gregory Benford, 1992]

 Unimaginable capabilities, untold benefits,
unforeseen issues, unavoidable risks

 Mitigating the risks: raise awareness, educate,
  d l   communicate, norms, guidelines, anticipate 

threats, and promote flexible / agile / rapid 
/ i  bi d f/ generic biodefense

 Be mindful of unintentional harm to a
b fi i l t is   hi h  d dbeneficial enterprise on which we depend





Is Mother Nature the best 
bi i ?

Is Mother Nature the best 
bi i ?bioterrorist?bioterrorist?



ConsiderationsConsiderations
• Nature has created a formidable array of

pathogens, and will continue to do so.p g
• The ability to cause disease is a rare, and

highly evolved trait.
• We have not yet encountered all that has• We have not yet encountered all that has

been created in the natural world.
• At the same time  Nature has not “conceived”• At the same time, Nature has not conceived

of all possibilities (various reasons). We have 
the ability to create and sample a y p
supernatural “sequence space”… 

• Success does not necessarily require long-term
survival of the microbe; thus  oursurvival of the microbe; thus, our
assessments may need revision.



Recommendation 2 (continued)

P  
N A TI ON AL  
S C IEN CE  
A DV ISO RY Promote ScreeningA DV ISO RY  
BOARD  F O R 
B IO SEC UR ITY  
 

 Require federal grantees/contractors 
t  d  f  id  th t  to order from providers that screen 
and retain information about requests 
for SA sequencesfor SA sequences

 Foster an international dialogue 
regarding best practices/standards 
for screening sequences



Recommendation 1

D l  d Di i t  
N A TI ON AL  
S C IEN CE  
A DV ISO RY Develop and Disseminate 

Harmonized Guidance
A DV ISO RY  
BOARD  F O R 
B IO SEC UR ITY  
 

 Clarify what genetic elements or genomes  Clarify what genetic elements or genomes 
are covered by Select Agent Rules (SAR)
I    i i   Increase awareness among investigators 
and providers about their responsibilities 
to know what they possess  manufacture to know what they possess, manufacture 
and/or transfer in order to comply with 
the SAR



Recommendation 2
N A TI ON AL  
S C IEN CE  
A DV ISO RY

Develop Standards & Practices
A DV ISO RY  
BOARD  F O R 
B IO SEC UR ITY  
 

 Develop a process for determining the 
sequences for which to screen (SA or 
otherwise)otherwise)

 Develop standards & practices (S&P) for 
screening orders and interpreting the resultsg p g

 Draft “Points to Consider” for determining if 
genomic material is subject to the SARg j

 Develop S&P for providers for retaining 
records of orders for gene-length or genome-
l th l i  idlength nucleic acids



Synthetic Genomics Working N A TI ON AL  
S C IEN CE  
A DV ISO RY

Group Members
A DV ISO RY  
BOARD  F O R 
B IO SEC UR ITY  
 

Voting members
 David Relman (Chair)

Susan Ehrlich

 Ken Cole (DoD)
 Dan Drell (DoE)

Jose Fernandez (DHHS) Susan Ehrlich
 Claire Fraser-Liggett
 John Gordon

 Jose Fernandez (DHHS)
 Maria Giovanni (NIH)
 Wendy Hall (DHS)

 Mike Imperiale
 Adel Mahmoud

H  R bi

y ( )
 Sue Haseltine (DoI)
 Caird Rexroad (USDA)

J if  S ith (FBI) Harvey Rubin
 Tom Shenk

 Jenifer Smith (FBI)
 Scott Steele (EOP/OSTP)
 Ron Walters (Intelligence) Ron Walters (Intelligence)
 Rob Weyant (CDC)



Recommendation 4 (continued)

C id  I tl  I li ti  & 
N A TI ON AL  
S C IEN CE  
A DV ISO RY Consider Intl. Implications & 

Foster Intl. Collaboration 
A DV ISO RY  
BOARD  F O R 
B IO SEC UR ITY  
 

 Consider the potential international 
implications of any proposed changes to implications of any proposed changes to 
the current oversight framework for 
synthetic DNA and synthetic genomesy y g

 Foster an international dialogue and 
collaboration on these issues collaboration on these issues 



Bi s it  C n ns
N A TI ON AL  
S C IEN CE  
A DV ISO RY Biosecurity ConcernsA DV ISO RY  
BOARD  F O R 
B IO SEC UR ITY  
 

 Ease of acquisition of synthetic Select 
Agent nucleic acids [and ease of genetic Agent nucleic acids [and ease of genetic 
manipulation]
Need for additional re ulatory clarity  Need for additional regulatory clarity 
in specific areas
Diffi l  i  d l i   i bl   Difficulty in developing a suitable 
regulatory framework



Recommendation 3

A d C t L /R l ti  
N A TI ON AL  
S C IEN CE  
A DV ISO RY Amend Current Laws/Regulations A DV ISO RY  
BOARD  F O R 
B IO SEC UR ITY  
 

 3.1 Repeal 18 U.S.C. 175(c) because current 
scientific insight precludes meaningful 
d fi iti  f  t b d l l   definition of an agent based solely on 
sequence homology (arbitrariness…)
3 2 E i  t bi f t  id li   3.2 Examine current biosafety guidelines 
and regulations to ensure they provide 
adequate guidance for working with adequate guidance for working with 
synthetically-derived DNA

 3 3 Reconcile the genetic elements  3.3 Reconcile the genetic elements 
language in the CCL  with that in the SAR



State of Science
N A TI ON AL  
S C IEN CE  
A DV ISO RY State of ScienceA DV ISO RY  
BOARD  F O R 
B IO SEC UR ITY  
 

• Methods are well-established for 
recovering/reconstructing certain Select 
A nts f m DNAAgents from DNA

• One can develop and produce agents that 
resemble, and have the attributes of 
specific Select Agent(s), without being 
clearly identifiable as SA based on their 
sequence  For example  researchers have sequence. For example, researchers have 
created infectious viruses using 
combinations of genomic material from 
various SA; these novel organisms do not fit various SA; these novel organisms do not fit 
current taxonomic classification schemes.


